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Order and Confirmation of Order

The Customer may cancel the order if the Supplier has not confirmed
acceptance of the order (confirmation) in writing within 2 (two) weeks
of receipt.

Any alterations, amendments or additions to the order shall only
become a part of the contract if the Customer accepts such in writing.
In particular, the Customer is bound by the general terms and condi-
tions of the Supplier only to the extent that such are in accordance
with these Conditions of Purchase or if the Customer agrees to such
in writing. The acceptance of deliveries or services as well as pay-
ments does not constitute such agreement.

Any provisions in other documents provided by the Supplier (such as
but not limited to specifications, data sheets, technical documentation,
advertising materials, order confirmation and/or shipping documents)
regarding legal terms, liability, restriction of use, restriction of applica-
tion and/or restriction of suitability, or any other provision that changes
the provisions of these Conditions of Purchase shall not be applicable.

Performance of Services, Employment of Staff

The Supplier shall perform the services with the greatest care and
stateof-the-art of science and technology, in order to enable the best
possible result to be achieved. The Supplier shall incorporate the Cus-
tomer’s specifications and inform the Customer promptly if in its opin-
ion changes to the services which would result in improvements are
possible. In such a case, sections 4.3 and 4.4 shall apply.

The Supplier shall maintain a quality management system (e.g.
according to DIN EN ISO 9001)

The Supplier shall perform the services itself or using its own employ-
ees. Orders or parts thereof may not be assigned or subcontracted to
third parties without the prior written consent of the Customer. If the
Supplier fails to obtain such consent, the Customer shall be entitled to
withdraw from the contract in full or in part and to demand compensa-
tion for damages. The Customer is not authorized to issue any labor
related or disciplinary instructions towards the Supplier and its em-
ployees. The Supplier shall produce the required employment permits
for any non-German employees at the request of the Customer.

For the provision of work and services, the Supplier shall only use
employees who are not listed in the relevant German, European and
US-American sanctions lists based on foreign trade legislation. These
lists include, but are not limited to, the US Denied Persons List (DPL),
the US Warning List, the US Entity List, the US Specially Designated
Nationals List, the US Specially Designated Terrorists List, the US
Foreign Terrorist Organizations List, the US Specially Designated
Global Terrorists List and the EU's Terrorist List.

The Supplier shall be free to organize and arrange its work schedule.
The Supplier may only perform the services at the Customer’s prem-
ises where this is essential for the proper fulfillment of the order and
has been agreed in writing beforehand. In this case the Customer
shall grant the Supplier access to the appropriate premises.

The Supplier has the sole responsibility for compliance with all legal,
regulatory and professional requirements with respect to its employ-
ees. The Supplier shall in particular fulfill the statutory wage require-
ments as well as the wage requirements from all applicable collective
bargaining agreements, meet its obligations to pay taxes and social
contributions, meet all legal and industrial law requirements as well as
occupational requirements and shall only use employees which have
the required residence and working permits and/or EU working per-
mits and have proper social security and accident insurance. In case
of involvement of third parties and/or the involvement of further third
parties by third parties, the Supplier equally ensures the compliance
with these requirements. Upon request, the Supplier will also provide
the Customer with respective written proof of compliance with these
obligations by the third parties.

The Supplier shall indemnify and hold harmless the Customer from
and against any claims based on the infringement of obligations pur-
suant to this section 2 by the Supplier or third parties. Further rights of
the Customer shall remain unaffected. In particular, an infringement of
an obligation pursuant to this section 2 entitles the Customer to termi-
nate the contract for material breach.

Software Related Services

Should the Supplier develop or convert software for the Customer,

the Supplier shall provide to the Customer all related documentation,
the source and object code;
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at the Customer’s request, the Supplier shall provide support in the
implementation of the application of the developed/converted software
and shall maintain it. Insofar as such support and maintenance ser-
vices do not fall under the agreed scope of the contract, the Customer
and the Supplier shall agree on reasonable remuneration;

the Supplier shall comply with safe, state-of-the-art software develop-
ment methods including secure coding standards, such as, e.g.
OWASP standards;

the Customer has the right to yearly audit or have audited the Suppli-
er's compliance with the provisions of this section 3 and section 22 at
the Supplier's relevant site(s) without cause and, in addition, if the
Customer has a justified suspicion that the Supplier is not in full com-
pliance with those provisions, in each case upon reasonable prior no-
tice

Change Requests; Additional Expenses

The Customer may amend the requirements for the services and
other contractual conditions according to the following Change Re-
quest process.

The Customer will notify the Supplier in writing or by e-mail of the
requested change (“Change Request”).

The Supplier shall no later than seven working days after receiving the
Change Request notify the Customer in writing or by e-mail, as to
whether and how the Change Request will affect the agreed schedule,
the remuneration and/or other contractual conditions and submit an
offer for the implementation of the change request. If the implementa-
tion of the Change Request results in changes to the remuneration or
the time schedule, such changes shall be calculated on the basis of
the original calculation base. The Supplier is not obliged to submit an
offer, if an implementation of the Change Request is unreasonably to
be expected from the Supplier.

If the Customer accepts the offer, the Change request shall form part
of the contract and the contract shall be amended and/or supplement-
ed through the agreed Change Request e.g. with regard to the ser-
vices to be performed, the schedule and the remuneration.

If in the Supplier's opinion the Customer’s requirements or other
circumstances attributable to the Customer are leading to increased
time and material expenses and/or are affecting the agreed deadlines
and/or the remuneration or if the Supplier considers changes to the
services necessary or useful, the Supplier shall indicate this to the
Customer promptly in writing or by e-mail. In such a case sections 4.3
and 4.4 shall apply, except that the offer must be submitted together
with the notification.

Additional expenses shall be reimbursed and any additional remuner-
ation shall be paid only if such reimbursement or payment has been
agreed expressly in writing in accordance with section 4.4. With re-
gard to delivery dates, the Supplier can only rely on a hindrance if
timely and proper notification has been made according to section 4.5.

Duty to Inform

Unless expressly agreed otherwise, the Supplier shall keep the Cus-
tomer informed about the progress of the services carried out on be-
half of the Customer. Upon the Customer’s request, the Supplier shall
allow the Customer access to the documentation of the work and ser-
vices

Cooperation between the Contracting Partners

Each contracting partner shall provide the other with the name of a
competent contact person who is responsible for obtaining decisions
relating to the performance of the services.

The Customer shall provide the Supplier's contact person in the
agreed data format, with all texts, documents, information and data
available to the Customer which the Customer considers necessary
for the provision of the services, where these are not otherwise avail-
able to the Supplier. If the Supplier does not consider the information
to be sufficient, it shall advise the Customer to this effect immediately.
If it has been agreed that the Supplier is to design training material for
provision of the services, approval of this material must be obtained
from the Customer prior to use.

The Supplier may only promote, offer, use or sell the results of the
services (see section 13.1) with the explicit written permission of the
Customer.

Page 1 of 4



71

7.2

7.3

7.4

7.5

8.1

8.2

10.
10.1

10.2

1.
1.1

© Flender 2017-2020

Acceptance of Work Services (Werkleistungen) and Liability for
Defects

Work services (Werkleistungen) shall be subject to acceptance testing
once they have been completed by the Supplier. Following completion
of acceptance testing, the Customer shall declare acceptance of the
work services in writing or in other appropriate form provided the rele-
vant work services are free from defects. There shall be no ac-
ceptance in case of substantial defects.

If services performed by the Supplier turn out to be defective, the
Supplier shall at the Customer’s discretion either remedy these de-
fects or perform the services again without defects, within a reasona-
ble period and at the Supplier's own cost. If the Supplier fails to reme-
dy the defects or perform the services again without defects despite
being given a reasonable time limit, the Customer may withdraw from
the contract or reduce the remuneration by a reasonable amount, or
remedy the defect or have it remedied at the Supplier's cost and de-
mand compensation for damages in lieu of performance.

The warranty period for material deficiencies is 3 (three) years, insofar
as no statutory provisions provide longer periods.

The warranty period for deficiencies in title is 5 (five) years, insofar as
no statutory provisions provide longer periods.

Further or other claims and rights remain unaffected.

Travel Costs

Travel and accommodation costs shall be reimbursed to the Supplier
if the Customer has given its prior consent in writing or by E-mail to
pay the travel costs of the Supplier or its employees. In such cases,
the (net) travel and accommodation costs shall be reimbursed only
upon presentation of copies of the relevant receipts, showing the input
tax amounts contained therein (with the exception of lump sums and
mileage) and after deduction of possible input tax amounts, as follows:

Rail 2nd class
Air Economy Class
Kilometer Allowance

Lump sum overnight In accordance with tax authority guidelines
accomodation or by arrangement with the project
manager/coordinator, on presentation of
copies of relevant receipts including higher
overnight accommodation costs
Prior to commencing any travel, the Supplier shall agree the details
with the Customer (such as, for example, work location, dates, selec-
tion of hotel category and class of car if using a hired vehicle or pri-
vate car instead of traveling by rail or air), whereby the most suitable
and cost-effective form of transport will be chosen, taking into account
the urgency of the matter. Travelling time will not be reimbursed.

In accordance with tax authority guidelines

Remuneration

As remuneration for the services and the rights of use granted to the
Customer under section 13 below, the Customer shall pay the agreed
amount to the Supplier following correct and timely performance of the
services.

Invoices

Any agreed additional costs (travel and accommodation costs) and
applicable VAT (where the services are subject to VAT legislation)
shall be listed separately in the relevant invoice. The due taxation of
all payments for income-tax purposes and any VAT payments is the
responsibility of the Supplier. Insofar as the services performed by the
Supplier are subject to VAT and have been properly invoiced by the
Supplier, the Customer is prepared to pay the VAT due on the agreed
remuneration. If the reverse-charge process is used for the services
performed by the Supplier, the latter shall present the invoice without
setting out VAT and refer to this fact by adding “Tax liability of the ser-
vice recipient / Reverse Charge” to the invoice.

The order codes and numbers for each individual item shall be shown
on the invoices. Invoices are not payable if these details are not in-
cluded. Duplicate invoices shall be marked as such. If hourly remu-
neration is agreed, the relevant time sheets countersigned by the Cus-
tomer shall be attached to the invoice.

Payment

Unless otherwise agreed, payments shall be due and payable no later
than 30 (thirty) days net. If payment is made within 14 (fourteen) days,
the Customer is entitled to a 3 % (three percent) discount. The period
for payment shall commence as soon as any delivery or service is
completed and a correctly issued invoice is received.

Insofar as the Supplier is required to provide material testing, test
records or quality control documents or any other documentation,
such shall be a part of the requirements of the completeness of the
delivery or performance. A discount shall also be allowed if the Cus-
tomer sets off or withholds any payments to a reasonable extent on
account of any deficiency.

Payment does not constitute an acknowledgement that the corre-
sponding delivery or services were provided in accordance with the
contract.
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Delay

Decisive for the timely performance of the services is whether the
agreed deadlines for performance have been met or, where the ser-
vices are subject to acceptance testing, on the successful and com-
plete acceptance testing of the services by the Customer.

If a delay in performance of the services or parts thereof or in their
supplementary performance becomes foreseeable, the Customer
shall be notified to this effect immediately and its decision shall be ob-
tained.

If the Supplier falls behind schedule with the performance of the
services, the Customer is entitled to demand a penalty for each work-
ing day (or part thereof) of the delay of 0.3 % (zero point three per-
cent) of the order amount, up to a maximum of 5 % (five percent) of
the order amount.

If the delay concerns a binding intermediary deadline (contractual
deadline), the basis for the calculation of the penalty shall be the ser-
vices which were to be performed until the end of the intermediary
deadline. Penalties for exceeding intermediary deadlines shall be de-
ducted from the penalty for exceeding the final completion date.

If there is a delay with regard to a specific, fixed date (Fixtermin), the
Customer is entitled to demand a penalty of 5 % (five percent) of the
respective order amount for this specific date and/or to withdraw from
the contract.

The penalty does not release the Supplier from its delivery and ser-
vice obligations. The penalty may still be claimed if the reservation of
rights is made no later than the date of final payment.

Further or other claims and rights remain unaffected.

Rights of Use

The Customer shall, whenever created, own all rights, title and inter-
est in the results of the services (hereinafter called “results”) regard-
less of the stage of development reached. The Supplier shall keep the
results for the Customer safe until they are handed over. To the extent
the results are protected by copyright or other, non-transferable rights
and the Customer cannot — because of the existence of these rights —
become owner of the results, the Supplier grants to the Customer the
exclusive, worldwide, transferable, sublicensable and unrestricted
right, to modify, to have modified, to use, to have used, to publish, to
have published, to distribute, to have distributed, to utilize or to have
utilized the results in their original form and as extended or modified
by the Customer.

If and to the extent the Customer and/or a third party, that has a
contractual relationship with the Customer, requires the Supplier's
methods, processes, management tools, concepts, ideas and other
knowhow, that the Supplier has developed, created or generated be-
fore or in course of the performance of services (“Background Know-
How”), in order to make use of the results, the Supplier shall grant the
Customer a perpetual, unrestricted, worldwide, royalty free, non-
exclusive, sublicensable, and transferable right to use or have used
such Background Know-How.

If the results contain inventions, ideas or designs which are patentable
or otherwise eligible for registration, the Customer is entitled, at its
discretion and in its own name, to apply for such property rights in any
countries, to maintain these rights or to abandon them at any time. If
necessary the Supplier shall assist the Customer with the application;
the Supplier shall refrain from any activity that may impede the appli-
cation and efficient exploitation of the rights by the Customer. The
property rights incurred as a result of such applications belong to the
Customer.

The Supplier hereby waives its right to authorship credit with respect
to the results, unless otherwise agreed in the individual case.

The Supplier undertakes to ensure that the inventions or ideas arising
in the course of the performance of the services are transferred to the
Customer free of further charge or further cost.

In contracts with its employees, freelancers or third parties, involved in
the provision of the services in accordance with section 2.3 working
on the services, the Supplier shall at all times assure that any and all
rights as described in sections 13.1 and 13.2 are enjoyed by the Cus-
tomer exclusively, worldwide and without any time limit, or other re-
striction, and also that they are not affected in any way by a termina-
tion of the contract between the Supplier and its employees, freelanc-
ers or third parties. Such provisions shall survive and be valid after
termination of the contract between the Supplier and its employees,
freelancers or third parties. Otherwise, the Supplier shall compensate
the Customer for all resulting damages and expenditure including but
not limited to reasonable costs of legal defense, and shall indemnify
and hold harmless the Customer to this extent against third-party
claims, unless the Supplier is not liable for such damage, costs or
claims.

Open Source Software

The Supplier shall inform the Customer - at the latest at the time the
order is confirmed - whether the products and services to be delivered
contain open source components.
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In the context of this provision “open source components” means any
software, hardware or other information that is provided royalty-free by
the respective licensor to any user on the basis of a license with the
right to modify and/or to distribute (e.g. GNU General Public License
(GPL), the GNU Lesser GPL (LGPL), or the MIT License). Should the
products and services delivered by the Supplier contain open source
components, the Supplier shall comply with all applicable open source
license terms and shall grant all those rights to the Customer and pro-
vide all information which the Customer needs in order to comply him-
self with the applicable license terms. In particular, the Supplier must
deliver to the Customer promptly after the order is confirmed the fol-
lowing:

- a schedule of all open source components used, indicating the
relevant license, its version and including a copy of the complete
text of such license and including a reference to copyright and/or
authorship. Such schedule must have an understandable structure
and contain a table of contents;

- the complete source code of the relevant open source software,
including scripts and information regarding its generating environ-
ment insofar as the applicable open source conditions require this.

The Supplier shall, by the time of order confirmation at the latest,
inform the Customer in writing whether any open source licenses used
by the Supplier might be subject to a Copyleft Effect which could af-
fect the products of the Customer. In the context of this provision,
“Copyleft Effect* means that the provisions of the open source license
require that certain of the Supplier's products, as well as any products
derived from such products, may only be redistributed in accordance
with the terms of the open source license, e.g. only if the source code
is disclosed. In case any open source licenses used by the Supplier
are subject to a “Copyleft Effect” as defined above, then the Customer
is entitled to cancel the order within 2 (two) weeks of receipt of this in-
formation..

Provision of Material, Information

Material and information provided by the Customer or made for the
Customer remain the property of the Customer and are to be stored,
labeled as property of the Customer and administered separately and
free of charge. Their use is limited to the orders of the Customer only.
The Supplier shall supply replacements in the event of reduction of
value or loss, for which the Supplier is responsible, even in the event
of simple negligence. This also applies to the transfer of allocated ma-
terial.

Any processing or transformation of the material shall take place for
the Customer. The Customer shall immediately become owner of the
new or transformed product. Should this be impossible for legal rea-
sons, the Customer and the Supplier hereby agree that the Customer
shall be the owner of the new product at all times during the pro-
cessing or transformation. The Supplier shall keep the new product
safe for the Customer at no extra cost and in so doing exercise the
duty of care of a merchant

Release of Documents

The Supplier shall release all documents and other tools, including
copies thereof, that it has received or produced in connection with the
order, immediately after acceptance testing or handing-over of the re-
sults or, if acceptance testing or handing-over is not possible because
of the type of results, after execution of the services.

Confidentiality, Data Protection

The Supplier shall treat as confidential the knowledge and findings,
documents, terms of reference, business processes or other infor-
mation that it receives from or about the Customer in the context of
performing the services, as well as the conclusion of the contract and
any results, with regard to third parties other than those involved in the
provision of the services in accordance with section 2.3 — and shall
keep the same confidential beyond the term of the contract — for as
long as and insofar as such information has not become publicly
known by legal means or the Customer has not consented in writing to
its transfer in the individual case. The Supplier shall make confidential
information available only to those employees who need the infor-
mation for the fulfillment of their duties and shall ensure that such em-
ployees are also subject to a duty to treat such information as confi-
dential. The Supplier shall use this information exclusively for the pur-
pose of performing the services.

Insofar as the Supplier is granted access to personal data in the
course of providing the services, the Supplier shall comply with the
statutory provisions relating to protection of personal data and data
privacy and shall enable the Customer to keep itself informed that
such provisions are being complied with. The Supplier shall ensure
that personnel (including employees and freelance workers) who are
involved with the processing of personal data committed themselves
to confidentiality.

Insofar as the Supplier performs services at the premises of the
Customer or has access to the Customer’s IT systems, the policy
“Rules for Business Partners of Siemens” shall also apply which will in
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this case be provided to the Supplier. The Supplier's access to the
Customer’s IT systems requires the explicit prior consent of the Cus-
tomer who will decide about the concrete type of access and is sub-
ject to the Supplier's acceptance of the applicable rules for the access
of third parties.

The Supplier shall impose an obligation that corresponds to this
section 17 upon those third parties that it involves in the provision of
the services in compliance with section 2.3.

Assignment of Claims
Any assignment of any claim is only allowed with the prior written ap-
proval of the Customer

Cancellation, Right of Termination; Consequences of
Termination

The Customer is entitled to cancel an order which entails the perfor-
mance of training services in whole or in part until 14 (fourteen) days
before the scheduled training date without incurring any costs. If can-
cellation takes place at a later date, the Supplier is entitled to a reim-
bursement of the costs incurred because of such cancellation, limited
in any case to the order amount of the respective cancelled service.
The Customer is entitled to terminate the contract by giving 4 (four)
weeks’ notice to the end of a calendar month.

If the contract is terminated prematurely according to section 19.2, the
Customer shall pay for the services performed to the point at which
the contract was terminated and the additional costs incurred directly
and verifiably as a result of such termination. The Customer shall not
be liable for any additional claims of the Supplier for fulfilment or
damages due to such termination.

The right to terminate the contract for cause remains unaffected by
the foregoing. In particular, the Customer may terminate the contract
for cause in case (a) the Supplier is in delay with its delivery or service
and such delay — despite a corresponding reminder by the Customer -
persists for more than 2 (two) weeks after receipt of such reminder or
in case (b) that adherence to the contract by the Customer cannot
reasonably be expected from the Customer because of a reason at-
tributable to the Supplier and taking into consideration the circum-
stances of the case and both parties interests. This might, in particu-
lar, apply in case of an actual or possible deterioration of the Suppli-
er’s financial situation thus threatening the due fulfillment of the Sup-
plier’s obligations under the contract.

The Customer may also terminate the contract in case insolvency
proceedings or similar proceedings in relation to the assets of the
Supplier are applied for or commenced.

In case of a termination by the Customer, the Customer may use the
equipment available for the further provision of services, or services
already provided by the Supplier, against reasonable remuneration.

Code of Conduct for Siemens Suppliers, Security in the Supply
Chain

The Supplier is obliged to comply with the laws of the applicable legal
system(s). In particular, the Supplier will not engage, actively or pas-
sively, nor directly or indirectly in any form of bribery, in any violation
of basic human rights of employees or any child labor. Moreover, the
Supplier will take responsibility for the health and safety of its employ-
ees and shall fulfill the applicable minimum wage requirements. By
acting in accordance with the applicable environmental laws, the Sup-
plier shall take adequate measures to avoid the deployment of so-
called conflict minerals and shall create transparency over the origin
of raw materials. The Supplier shall provide a protected grievance
mechanism for its own employees to report possible violations of this
Code of Conduct and will use reasonable efforts to promote this Code
of Conduct among its suppliers and those third parties engaged in the
course of provision of the services according to section 2.3 above.
The Supplier shall provide the necessary organizational instructions
and take measures, particularly with regard to the following security:
premises security, packaging and transport, business partner, per-
sonnel and information - in order to guarantee the security in the sup-
ply chain according to the requirements of respective internationally
recognized initiatives based on the WCO SAFE Framework of Stand-
ards (e. g. AEO, C-TPAT). The Supplier shall protect the goods and
services provided to the Customer or provided to third parties desig-
nated by the Customer against unauthorized access and manipula-
tion. The Supplier shall only deploy reliable personnel and shall obli-
gate any sub-suppliers to take equivalent measures and to obligate
also their subcontractors accordingly.

In addition to other rights and remedies the Customer may have, the
Customer may terminate the contract in case of breach of the obliga-
tions under section 20 by the Supplier. However, provided that Unre-
stricted Page 4 of 4 Supplier's breach of contract is capable of reme-
dy, the Customer’s right to terminate is subject to the proviso that
such breach has not been remedied by the Supplier within a reasona-
ble grace period set by the Customer.
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Product Conformity, Product Related Environmental Protection
including Substance Declaration, Dangerous Goods,
Occupational Health and Safety

Should the Supplier deliver products, to which product-related statuto-
ry and legal requirements apply in view of their placing on the market
and further marketing in the European Economic Area or to which cor-
responding requirements apply regarding other countries notified by
the Customer to the Supplier, then the Supplier must ensure compli-
ance of the products with these requirements at the time of transfer of
risk. Furthermore, the Supplier must ensure that all documents and in-
formation which are necessary to provide the proof of conformity of
products with the respective requirements can be furnished immedi-
ately to the Customer upon request.

Should the Supplier deliver products, substances of which are set out
in the “List of Declarable Substances” (www.bomcheck.net/
suppliers/restricted-and-declarable-substances-list) applicable at the
time of the order or which are subject to statutorily-imposed substance
restrictions and/ or information requirements (e. g. REACH, RoHS),
the Supplier shall declare such substances and provide information as
requested in the web database BOMcheck (www.BOMcheck.net) no
later than the date of first delivery of products. With respect to statuto-
rily imposed substance restrictions the foregoing shall only apply to
laws which are applicable at the registered seat of the Supplier or the
Customer or at the designated place of delivery requested by the Cus-
tomer.

Should the delivery contain goods which — according to international
regulations — are classified as dangerous goods, the Supplier will in-
form the Customer hereof in a form agreed upon between the Supplier
and the Customer, but in no case later than the date of order confir-
mation.

The Supplier is obliged to comply with all legal requirements regarding
the health and safety of the personnel employed by the Supplier. It
must ensure that the health and safety of its personnel as well as indi-
rect subcontractors employed to perform the deliveries and services is
protected.

Cybersecurity

The Supplier shall take appropriate organizational and technical
measures to ensure the confidentiality, authenticity, integrity and
availability of Supplier Operations as well as products and services.
These measures shall be consistent with good industry practice and
shall include an appropriate information security management system
consistent with standards such as ISO/IEC 27001 or IEC 62443 (to
the extent applicable).

“Supplier Operations” means all assets, processes and systems
(including information systems), data (including Customer data), per-
sonnel, and sites, used or processed by the Supplier from time to time
in the performance of this contract.

Should products or services contain software, firmware, or chipsets:
the Supplier shall implement appropriate standards, processes and
methods to prevent, identify, evaluate and repair any vulnerabilities,
malicious code, and security incidents in products and services which
shall be consistent with good industry practice and standards such as
ISO/IEC 27001 or IEC 62443 (to the extent applicable);

the Supplier shall continue to support and provide services to repair,
update, upgrade and maintain products and services including the
provision of patches to the Customer remedying vulnerabilities for the
reasonable lifetime of the products and services;

the Supplier shall provide to the Customer a bill of materials identify-
ing all third-party software components contained in the products.
Thirdparty software shall be up-to-date at the time of delivery to the
Customer;

the Supplier shall grant to the Customer the right, but the Customer
shall not be obliged, to test or have tested products for malicious code
and vulnerabilities at any time, and shall adequately support the Cus-
tomer;

the Supplier shall provide the Customer a contact for all information
security related issues (available during business hours).

The Supplier shall promptly report to the Customer all relevant infor-
mation security incidents occurred or suspected and vulnerabilities
discovered in any Supplier Operations, services and products, if and
to the extent the Customer is or is likely to be materially affected.

The Supplier shall take appropriate measures to achieve that its
subcontractors and suppliers shall, within a reasonable time, be
bound by obligations similar to the provisions of this section 22.

Upon the Customer’s request, the Supplier shall provide written
evidence of its compliance with this section 22 including generally ac-
cepted audit reports (e.g. SSAE-16 SOC 2 Type II).

Export Control and Foreign Trade Data Regulations

The Supplier shall comply with all applicable export control, customs
and foreign trade regulations (“Foreign Trade Regulations”). The Sup-
plier shall advise the Customer in writing within two weeks of receipt
of the order — and in case of any changes without undue delay — of
any information and data required by the Customer to comply with all

24,

25,

26.
26.1

26.2

27.
271

27.2

Unrestricted

Foreign Trade Regulations in case of export and import as well as re-

export, including without limitation:

- all applicable export list numbers, including the Export Control
Classification Number according to the U.S. Commerce Control
List (ECCN); and

- the statistical commodity code according to the current commodity
classification for foreign trade statistics and the HS (Harmonized
System) coding; and

- the country of origin (non-preferential origin); and - upon request of
the Customer- the Supplier's declaration of preferential origin (in
case of European suppliers) or preferential certificates (in case of
non-European suppliers).

Reservation Clause

The Customer shall not be obligated to fulfill the contract if such ful-
fillment is prevented by any impediments arising out of national or in-
ternational foreign trade or customs requirements or any embargoes
or other sanctions.

Mention as Reference Customer

Only upon the Customer’s prior written approval, the Supplier shall be
allowed to mention the Customer as a reference customer and/or
make reference to products or services which the Supplier has devel-
oped during the performance of an order for the Customer and/or to
make press releases or other public declarations in connection with
the order.

Supplementary Provisions

Insofar as the provisions of these Conditions of Purchase do not
regulate certain matters, relevant statutory provisions shall apply.

The Supplier shall be liable for any expenses and/or damages in-
curred by the Customer due to any breach of these conditions, in par-
ticular of sections 7, 12, 13, 14, 20, 21, 22 and 23, unless the Supplier
is not responsible for such breach.

Place of Jurisdiction and Applicable Law

German substantive law shall apply, excluding the provisions of the
United Nations Law on the Sale of Goods of 11" of April 1980.

The relevant court of jurisdiction shall be Bocholt.
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